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To view these chapter materials and the additional resources below on or before October 30, 
2019 go to www.osbplf.org , select Upcoming CLE, select Learning The Ropes, and click on 
program materials, under Quick Links. After October 30, 2019, select Past CLE, Learning The 
Ropes, and click on program materials, under Quick Links. 

Additional Resources 

a. PLF Practice Aids available at www.osbplf.org > Practice Management > Forms > 
View Forms by Category: 

i. Cybersecurity and Data Breach 
1. Information Security Checklist for Small Businesses 
2. Protecting Yourself and Your Law Firm from Data Breach Checklist 
3. What to Do After a Data Breach 

ii. Hardware and Software 
1. How to Backup Your Computer 

b. InBrief articles available at www.osbplf.org > Practice Management > 
Publications > In Brief: 

i. June 2019- Cybersecurity and Employee Training 
ii. January 2019- File Retention and Destruction Procedures: Additional 

Safeguards to Protect Your Firm from Lost or Exposed Client Data 
iii. October 2018- Incident Response Plan 
iv. May 2018- Cybersecurity Risk Assessment and Analysis 
v. January 2018- Anatomy of a Ransomware Attack: One Firm’s Story 

vi. December 2016- What’s Backing Up Your Data 
vii. August 2016- Beware Ransomware 

c. InPractice blog articles available at www.osbplf.org > Blog: 
i. A Few Simple Ways to Increase Data Security (Lee Wachocki, April 19, 

2019) 

http://www.osbplf.org/
http://www.osbplf.org/
http://www.osbplf.org/
http://www.osbplf.org/


ii. Evolving Scams: Don’t Let Your Guard Down (Rachel Edwards, January 11, 
2019) 

iii. All Travel and No Play: Confidentiality Concerns if Working While 
Traveling (Rachel Edwards, August 10, 2018) 

iv. Don’t Fall Prey to Spear Phishing (Sheila Blackford, November 13, 2017) 
v. Understanding Security When Using Cloud Storage (Hong Dao, October 

20, 2017) 
d. National Institute of Standards and Technology Framework for Improving Critical 

Infrastructure and Cybersecurity 
(https://www.nist.gov/cyberframework/framework) 

e. Federal Trade Commission: Cybersecurity for Small Businesses 
(https://www.ftc.gov/tips-advice/business-center/small-
businesses/cybersecurity)  

 

https://www.nist.gov/cyberframework/framework
https://www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity
https://www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity


Data Security/Data Breach:
What Every Lawyer Needs to Know

to Protect Client Information

it Advisors | Attorneys

What is a Data Breach?

Lawyer's Ethical Obligations

I  How a I
/) How to Pr

^^\M\ J- i- _ f-N _ \AII

a B

What to Do Wh

reach Occurs

Protelct Client Data

en a Breach Occurs

What

Viewed, stolen

or used without

authority or

knowledge
data

breach?

1 am convinced that there

are only two types of
companies: those that have
been hacked and those that

will be. And even they are
converging into one

category: companies that
have been hacked and will

be hacked again.''

Former FBI director Robert Mueller, 2012

High Profile Attacks on Law Firms Threat actors

' Outsiders

• Hackers- white hat vs. black hat

• Hacktivists

• Governments

• State-sponsored

• Other third parties

' Insiders

•  Intentional vs. unintentional
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What are they seeking?

Money

Personally identifiable information
Intellectual property

Trade secrets

Business plans

Information on litigation and

transactions

National security data

Denial/disruption of service

Why are law
firms targets?

Store valuable

information

Inferior or lack of

safeguards

Large amounts of
money held in

operating and/or trust
accounts

Lawyer's Ethical Obligations

ORPC 1.6(c);

Mairttain client

conficientiatity

ORPC 1.1:

Provide competent
representation to a

OSB Ethics Opinion

2017-192:

Clii nt file defined

□SB Ethics
Opinion 2011-

187 & ABA Bute
1.1 (Comment 8):

Understand
technology and

its risks

OSB Ethics Opinion
2011-188: Third Party

OSB Ethics Opinion
2016-191:

Paperless client
documents

ORPC 1.15-1:

Client property
shall btf ident.fied

ar. siic.h and
appropriately
safeguarded

ORPC 5.1
Responsible fc
another lawye

conduct that

ORPC 5.3

Have a duty
supervise st

ABA Formal

Opinion 477:
Securing client

information
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' Safeguard client

physical property &

electronic property

' Understand how to

use technology safely

• Have a response plan

How It Occurs

Stolen

Device

Improperly Discarded Device

Malware Infection

mm

Ad wa re

Spy ware

Trojan Horse

Virus

Worm

Ransomware

Social Engineering

fSM
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Phishing
Baiting or

Quid Pro Quo

Physical

Entry

^rnrnon Social ;
Engineerings ■"
Ij^ethods 7: Pretexting

Enticement
Phishing

Anatomy of a Phishing email

Sender's email doesn't look right

You weren't expecting that email -

Misspelled words & poor grammar -

Request personal information

High sense of urgency

References to threat/reward '

Ask you to open attachment or
click on link

t::'
Ransomware

The Bait

It rK ) i » r t ^ Ssnder'i email address doesn't
right or is spaajed to look legit

IFinai! contains "iip, " ".exe/' ".sec" o> ".dot"

door grammar and misspelled words
defers to threats
High sense a/urge
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The Infection

Ransomware can spread to any device connected to the
Infected computer, including the server and backup.

Phishing emails

Potential "client" Can't talk, but Flatterv and imminent

ready to sign settlement

Can you handle the
enforcemeiU of a breached

severance agreement?
Please respond if you
canJ do like to discuss
01^.

1 tried to esU you could not get
throofb to you, We %v»U have to
tesdieduk s perfect ttnse for g call
back, 1 belitervv you must have gosie
foroughfoematmalst seiiittoyoo. la
ih«! sotoisnr > vfOuh 1 ke k 0 mi

SifS, kindly Stmd i fve»» (•mntn
vwith your terrm fiw re «• u <1

t«v

A crq>y of the signed ajgrcemcat is
attached. I hsve bfomtodi |||||||||||||||||
of my inteotkms to take this issue
to court. 1 wasted them to know

Ihat i ha\o uiv<4\od a (eputable
attQme>- to represent me. They lave
request we gnu Aem a coi^te of
days to come up with foe foods asd
have asstuxidl tto tbcj- would be no
failure this time. 1 fô  takiog this
casetoeourt ̂ xniti! be a last resort.

Phishing emails

Expect a check

Do nothing, get paid

''Opposing partv'' caves

I will be out of the country for a week or more due
family emergency. My Uncle tsni doii^ so well.
Ho\ve\-er I instructed them to ha\-e further
correspondence and funds owed sent to you and
should be held till this matter is fully resolved .

Lastly, If HHHi (iec>d«$ to breach ihc
deadline of a week given to them again, you can
then proceed with whatever action you deem
necessary.

Your notifted us diat ym sr« to r«pir«Mi)t
him Mi tltciBtfwwiofhisseveMneeiwy. WcAcVnowiedgti ihc&ctlKis
owed e*a«ly S124,200,00 imti u* request dait you give ««till ettd of
next wwk to atafce psyiueni m fidl He h« »i»o mttntcted t» to a»k« alt
{taymeats Aie to .*0 {tteose fumistt me with <ktait» for remitting
his paymon to >"00 iuchidiug (he name the check is to be made out to
just to make sure th^e are ik> errors and Uie address it should be sent

Fake checks
v.fi. oDUiMtintArr

enasstisssc •."osstt-oow too»#»s-w»' vt

Other types of attacks

e / V /

1. Inside attacks

2. Server attacks

3. Network attacks

4. Interception

5. Website attacks
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Security framework

1. Identify

2. Protect

3. Detect

4. Incident response plan

IncJdent

3sporise

Preparation

Identification

Containment

Analysis | Eradicati
liNQtificjatton)

Recovery

Lesson Learnec

Use different, strong

passwords

Multi-factor

authentication

Consider using a

password manager

Don't click on suspicious

attachments and links

Be wary of unexpected

emails from "known"

senders

Use spam filters

Be cautious when

sending email

Encrypt

Update web browser

Enable automatic

updates

Disable pop-ups
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Match site with name

Don't visit unknown sites

No sensitive online transactions

unless "https" site

Don't download software unless

from reputable and trusted site

Don't click on browser pop-ups

Secure your wireless network

Use a firewall

Identify

Install OS, programs & app

updates

Install/update antivirus &

malware protection

Encrypt hard drive and

mobile devices

Consider tracking and

remote data wiping

software

Identify

Backup I Use 3-2-1

Choose cloud storage wisely

Use secure file sharing

Encrypt before uploading
Ensure proper destruction

Educate and train

Be vigilant

Limit access

Question unknown people

in secure areas

Be wary of unsolicited
contact

Protect physical property

Cyber insurance

mmim|WhatToMw||
^Contact Professional Liability Fund
Contact Oregon State Bar

^Contact private legal ethics lawyer
^Call IT expert
^Change usernames and passwords

> Practice Management > Forms > Cybersecurity and Data Breach > What To
Do After a Data Breach
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Consider placing

bank/credit/security freeze

^File police report

^Notify clients
^Contain the attack

^Notify the FBI
Restore

Contact Us

Practice Management Advisors

www.osbpif.orR

503-639-6911 | 800-452-1639

Sheila Blackford

Hong Dao

Rachel Edwards

VC? and confidential
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